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Data Management



What’s New: Data Management

Jun-Jul / 6.0.9 Aug-Sep / 6.0.10 Oct-Nov / 6.0.11

Data Control Tower
• Entitlements Portal

• SOC1 Type 1 Certification

• Expanded APIs

• Storage Reporting

Data Control Tower
• Expanded APIs 

• Accessibility Improvements

• DCT Multicloud - Docker Image Update

Virtualization 
• Expanded APIs - Data Versioning

Data Sourcing & Connectors
• Ingest from Azure SQL Backup

• Oracle CDB Attach/Detach

• Oracle RAC - Provision Latest Point

• HANA Plugin - Port Control

• Storage Support for NFSv4

Data Control Tower
• DCT Multicloud - API Gateway

• Expanded APIs

• Expanded Telemetry

Data Sourcing & Connectors
• Oracle EBS Multi-Tenant

• DXI - Docker Image Update



Data Control Tower API Gateway SaaS or Self Hosted

Customer Hosted

Delphix Hosted

Featured Product



Introducing Python SDK for Data Control Tower (DCT) Multicloud
● Python SDK available on Pypi.org

● Includes code examples for fast onboarding

● Quickly get started with python APIs

● Automate DevOps & SREs data workflows

● Easy PIP install through Python

New in 6.0.11

https://pypi.org/project/delphix-api-gateway/


Expanded DCT APIs Interactive OpenAPI Docs at api.delphix.com

New in 6.0.11

Expanded DCT SaaS APIs for: 

● Engine Inventory

● Data Inventory

● Environment Inventory

● Bookmark

Expanded DCT Multicloud APIs for: 

● Job

● Snapshots

● VDB Operations

● VDB Provisioning

https://api.delphix.com/v1/api-docs/


New in 6.0.11

Updated Change Oracle DBID on VDB Refresh
● Enables changing of DBID after provisioning

● Subsequent VDB refreshes get new DBIDs

Policy and Control

Production DBID New DBID on 
VDB refresh

New DBID on VDB Deploy



New in 6.0.11

New DCT Storage Reporting Dashboard
● Review & manage storage footprint for 

Delphix deployment using the DCT Web UI

● View aggregate dSource and VDB Counts

● Quickly identify free storage issues

● Understand total data footprint across the 
organization or regional offices



Data Compliance & Masking



What’s New: Data Compliance & Masking

6.0.9 6.0.10 6.0.11

Masking Algorithms
• Email Batch Shuffle 6.0.9

• Custom Tasks 6.0.9

• Full Name 6.0.8

• Algorithm Chaining 6.0.8

• Payment Cards 6.0.7

• Date Replace/Shift/Multicolumn 6.0.7

• Multi Input/Output 6.0.6

Integration & Automation
• Extensibility SDK

• SSL for Oracle/SQL Server 6.0.6

User Interface
• Updated - Look & Feel

• Extended - Algorithms UI

Masking Algorithms
• Updated - Binary Lookup Performance

Integration & Automation
• Enhanced Oracle Connector

• Salesforce Compliance Accelerator

Masking Algorithms
• Updated - Email Mapping

• Updated - Phone Masking

• Migration APIs to list and replace legacy algos



Salesforce Compliance Accelerator 

Accelerated

Traditional Start 

Connect to SFDC Scan DB 
Columns 

and 
Metadata

1a 2

Select Masking
Algorithms

2a

Look at Each
Sensitive Data

Field

Pick Right
Algorithm

2b

Run Masking 
Job

2c 3

Correct
Human Errors

if Job Fails

Run Profile 
Job

1 End

Masked Data
5% Error Rate

Automatic profiling for default schemaStart 

Connect to SFDC

2

Run Profile Job 
for your 

customizations

End

Masked Data
0% Errors

Sensitive data discovery and masking algorithm assignment is ready, out of the box, for Salesforce default schema

Accelerator
pre-loaded with 
profiler results

1

Review 
and edit 
results

1b

2a

Review 
results

3

Run Masking 
Job

Saves Time and Eliminates Errors

Automatic Data Discovery and Masking 

Featured Product



Updated Masking Connector Improvements for Oracle 
● Improves performance and functionationly over 

previous version

● Leverages new drive SDK framework released 
in 6.0.9

● Added masking options for: Disable 
Constraints, Drop Indexes and Disable 
Triggers.

Updated in 6.0.11



Updated 
UI Look 
& Feel

New in 6.0.11



New 
Extended 
Algorithms UI

New in 6.0.11



Updated 
Binary 
Lookup V2

After
Binary 

Lookup

check.png

apple.png

Before 
Binary 

Lookup xray.jpg

dog.jpg

New in 6.0.11



Ransomware Protection & Security



What’s New: Ransomware Protection & Security

6.0.9 6.0.10 6.0.11

Data Vault
• Data Vault API/CLI Launch (6.0.8)

• Web UI for Data Vault 

Security
• TLS 1.3 - Upgraded network security

• Password Vault for hooks - Introduction

Security
• Oracle TDE Re-Key on VDB Deployment

• OAuth 2.0 Support - Secure tokens

• TLS 1.0/1.1 Deprecation

Security
• Password Vault for hooks - UI available



Continuous 
Recovery
Instant App Recovery
Tabletop Testing

DEV / TEST / UAT 

APP

DB Server

Continuous Ransomware Protection

PROD

11am9am 12pm

Non-disruptive, near real-time change data

10am

Continuous Data Protection
Immutable Architecture

● Provision / refresh / tear down
● Profile / mask
● Bookmark / branch / share
● Environment cleanup

 API-driven data operations

Multi-Cloud 
Replication

Continuous
Detection

 Data Validation 

Continuous 
Compliance
Data Masking 

Pre-built Automation

APP

DB Server

APP

DB Server

Integrations

Recover in 
production

Isolated Recovery Environment

Featured Product



Introducing OAUTH 2.0 for Virtualization & Masking

New in 6.0.11

● Now works with Masking & Virtualization APIs

● Extends existing OAuth 2.0 support (previously 
only available in DCT (api.delphix.com) to 
include direct API calls to delphix engines

● Improves security for API calls

● Enables token authentication for APIs vs SSO 
or login/password used in the web interface



New in 6.0.11

Introducing Oracle Multi-Tenant Support for TDE Re-key
● Leverage TDE Re-Key on Oracle MT 

Databases during VDB deployment

● Prevent key re-use between environments; 
Use unique keys for production & non-prod

● Automate key store sanitation to meet 
security policies and controls

● Allows teams to meet recommended 
security compliance standards for non-prod

Security & Secrets Management

TDE Production 
Encryption Key

Unique Non-Prod 
TDE Encryption Key

TDE Re-Key on 
VDB Deployment



Appendix A: Recent Updates



Coming Soon 
Tokenization

Before 
Tokenization

Ridley, 1003 Stant Drive, 
123-45-6789

Erasmus, 
L1kgrFFRzafOTUqfpZA

miC==,123-45-6789

After
Tokenization

Jason, 45 Omega 
Suites,123-45-6789

Jason, 
C4v5jrlmKEhKC3acnQ
KqEk==,123-45-6789

Coming Soon



Ingest SQL Server backups from Azure Blob Storage

New in 6.0.10

Blob Storage

SQL Server

Delphix Engine

Instantly Provisioned
Virtual Databases

Microsoft Azure

Native Backup

High-Speed Blob Ingest

● High-speed direct ingest from Azure Cloud

● Easy deployment without scripts

● Non-disruptive to production environments

● Reduce end-to-end lag for VDB availability 



Before 
Masking

Anonymize
First field

Jack
Tom
John

Pan
Lee
Yeh

New 
Chaining 
Algorithm

Mark. Henry @delphix.com

Anonymize
Second field

Anonymize
Third field

@gmail.com
@yahoo.com
@me.com

New in 6.0.8



New 
Full Name 
Algorithm

First
Name

Full 
Name

Mark

Last
Name

John

Henry

Smith

John Smith

New in 6.0.8



Replacement

2/10/2021

2/10/2021

2/20/2021
100 day 
range

Shift

Multi-Column

10 
days

Start date End date

11/10/1988 12/15/19972/10/2021 6/8/2021

6/9/1932

Updated 
Dates

New in 6.0.7



Updated 
Payment 
Cards

Before 
Masking

After 
Masking 1893 5924 39184299

8755 6713 80944299

Masks last 12 digits

New in 6.0.7



New 
Multi-Column 
Input-Output Multi-Column I/O

1234 George Ave

Redwood City

94063

Un-Masked Data

1400 Seaport Blvd

Redwood City

94063

Masked Data

Address:

City:

Zip Code:

1234 George Ave

Beverly Hills

90210

Address:

City:

Zip Code:

Address:

City:

Zip Code:

Masked Data

Address:

City:

Zip Code:

Single Column I/O

Un-Masked Data

1400 Seaport Blvd

Redwood City

94063

Data is changed one column at a time

Data from multiple columns is changed simultaneously

New in 6.0.6


